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I.  MAJOR INSTRUCTIONAL OBJECTIVES:  
 

Objective A: Describe the fundamentals of Network Security including local area 

network (LAN) security, metropolitan network (MAN) security, and wide area network 

(WAN) protocols and application characteristics 

 

A-1  Describe the network components of local area network (LAN) security, 

metropolitan network (MAN) security, and wide area network (WAN) security. 

A-2  Identify security flaws in network infrastructure protocols  

A-3  Identify security perils and vulnerabilities in computing in general and in both 

fixed computer and mobile networks in particular 

 

Objective B: Describe how to protect computer systems against unauthorized penetration 

and access, and denial of service to computing systems 

 

B-1  Identify cybercrimes, hackers and hostile scripts   

B-2  Outline types of authorization systems and describe how access control 

techniques and technologies and authorization mechanisms are applied 

B-3 Discuss how multiple factors and the effectiveness of authentication and 

authentication methods control and describe how authorization is being implemented   

B-4  Describe how cryptography can be used to strengthen peripheral defense 

including symmetric encryption and public-key encryption infrastructure (PKI) 

 

Objective C: Gain an understanding of current and effective procedures to deal with 

network security threats, including use of “best practices” software tools 

 

C-1  Develop an understanding of types of firewalls, their services and limitations, and 

describe how firewalls and network security practices impact the deployment of network 

security infrastructures 

C-2  Develop an understanding of the types of intrusion detection systems and describe 

how intrusion detection systems and intrusion prevention systems work together to 

enhance peripheral defense 

C-3 Identify intrusion detection tools and the challenges to intrusion detection systems  

C-4  Identify mobile network infrastructure and protocols including protocols and 

operations 
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Objective D: Learn the fundamentals of computer and network forensics, virus and 

content filtering, standardization and security criteria  

 

D-1  Develop an understanding of computer forensics, network forensics, and forensics 

tools 

D-2  Develop an understanding of scanning, filtering, and virus filtering, content 

filtering and spam 

D-3 Identify standardization and security criteria, particularly the security evaluation 

of computer products 

 

Objective E: Gain an understanding of current network security protocols, security in 

wireless devices as well as sensor networks  

 

E-1  Describe application level security, security in the transport, security in the 

network layer, and security in the link layer and over LANS 

E-2  Identify types of wireless broadband networks and mobile cellular technology and 

security vulnerabilities in cellular wireless networks  

E-3  Develop an understanding of security in sensor networks  

 

Objective F: Become familiar with the important issues pertaining to cloud computing 

and related security issues, virtualization security, and mobile systems and corresponding 

intractable security issues 

 

F-1  Develop an understanding cloud computing infrastructure characteristics, service 

models, deployment, computing and best practices 

F-2  Identify the types and benefits of computing system virtualization and 

infrastructure security  

F-3  Describe current major mobile operating systems, security, device attack types 

and mitigation of mobile device attacks 

 

Objective G: Become familiar with research methods including information retrieval and 

research methods for network security solutions 

 

G-1  Access and retrieve information from a variety of electronic databases and other 

reliable information resources on the World Wide Web (WWW) 

G-2  Construct documented support for group projects and individual research using 

the retrieved information from the WWW 

G-3  Use library resources to support group projects and individual research 
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II. CLASS PARTICIPATION:  

 

Students are expected to attend class and participate actively and in a positive 

way. Questions and relevant observations are encouraged and enrich the 

experience of the entire class. Computers in the classrooms are intended to be 

used as tools to enhance the students' learning experience. Instant messaging, 

gaming, emailing, and surfing the web are distractions to the student, the 

surrounding students, and the instructor and constitute inappropriate behavior. 

Students are ethically obliged to avoid these and similar practices. 

 

 

 

 

 

 

 


